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Abstract: The existing KP-ABE (Key-Policy Attribute-Based Encryption) scheme mainly supports large universe by
using hash function, and the security is built under the random oracle model instead of the standard model; the number of ex-
ponentiation operations is greater than the maximum number of attributes at the time of encryption when calculating the ci-
phertext components or key components for each attribute; it does not support data and user security classification. To ad-
dress the above problems, this paper proposes a KP-ABE scheme that supports large universe and security classification.
The scheme maps arbitrary “attribute name: attribute value” to an element in the finite field through an encoding function
instead of hash function, enabling support for any “attribute name: attribute value” and ensuring that any two different “at-
tribute name: attribute value” combinations are encoded with different values; combined with the idea of mandatory access
control, the scheme assigns different security levels to ciphertext and user, and only when the user security level is not lower
than the security level of the ciphertext can the user decrypt it. The scheme is proved to be secure against chosen plaintext
attacks under the standard model; the performance analysis shows that the proposed scheme only needs to perform two ex-
ponential operations to complete the computation of the ciphertext components or key components corresponding to one at-
tribute.

Key words: KP-ABE; large universe; chosen plaintext attack; mandatory access control; security classification

Foundation Item(s): National Natural Science Foundation of China (No.61373163); National Defense Science and
Technology Foundation of Key Laboratory (No.6142103010709)

Wk H 39 :2021-04-16 5 4 8] H 191 : 2022-04-10; 54T Jhi i - M i i



2550 T % 2023 4
1 3|8 2 BUREBERESR
IPRBORBES AR AT RE W AEAREE 2.1 B4R

FIAS 2 (T R A R 1 o) B ——An e (S M 4
I B BIL S PRI BERDE . o 2 2 Ak DG ) Y — T A5 2%
JrikP BRI A% GE A I Tk R RE S O UE H P B
AL M AR AL | A0 JC R AE 2= P15 v S BB 1Y
R S AR B Vs R) L BT XX — R R, KR TR T
(Attribute-Based Encryption, ABE) 75 ¥k # $2 1. B
Jii , Goyal il Bethencourt £t X N FH 37 5= (1 AN [A] , 43 531 #
W7 P S TR M 2 7 2= (Key-Policy
Attribute-Based Encryption, KP-ABE) 1% 3C 5 W% Jt T
J& 1 i % 7 225 (Ciphertext-Policy Attribute-Based En-
cryption, CP-ABE). ¥l i) KP-ABE J7 RAIRAEAE IR
[F) s (1) 22 AR SR AR08 5 (2) A SR 2oy . 5t
Xof b3 R, AR SO i oR B T E I Z, BIRE G,
PR SRT , ffE R 1 22 A R AR PSR A IR L, {5 S AE AR
HEAST R BEARA B X P W] S (selective Chosen
Plaintext Attack, sCPA) ;& H T —F&e 2439 ik, 18
b0 P AR B SO T A [A] 1 22 4 2 4, 1R 9% SR
PR S D R S HH P 2 e S YURMIR TR g A
SR A RER A

2006 4F , Goyal %5 T k) it 14 A J& 425 8] A JF
SRS {84 TR R P RN B i SR8 5 n
S IEAHE . 201047, Waters S 4 H (10 K 2425 14 i
J7 ZIF AT 25 AT A 09 R By BHARE 50, B
TE 5 A IE A P 5 4 4 201 14F, Lewko 2517 951K
F& T e A SRR R JE VA (AR 335 1 KP-ABE J7 %8, 1%
J7 S T T A A B R L A LR B R T S R T
TT A FAE B TT 8 . 2012 4F , Okamoto 25 FH AR IR Y
Te] 2% [) (R by of 4 o) 2 ) ) HE 2R, 4 1y 1 28 — 4>
TERRHERCEY T 58 4222 42 A JC AR AR5 R 1 2 () A i
i KP-ABE J7 %% . 2013 4F, Rouselakis il Waters'* # 1 1Y
7 ZE L2 5 ) e oy 42 A 5 L S E LSss! 1 SR
N, AR T R T RN BE SR R R R, B A BT R
HOF SR 45 AR B AT 8 B Z, i BRI 7 5
Lewko % 3 F3CHR[13~16], # HH 19 77 R R W S2 bR I
AT LA 3k B A 14 1) 4 ) CGRR Ay X (i 1] 25 ) )
KA A B R A ROR , IR B B A — A 52
B K @ R 23 [ K 3 18 KP-ABE J7 %8, AR AEIR B 00K,
{EZEPERE A B B4 2% . 2020 4F , Zhang 25" 758 30 4 AF
TR PE (A G BIHE G, rh R SRR PR 2 [ A i, (H 2
BRI R AAVEUE AR 41 . [FIAF ¥ 2 8 S AR A A
R R DO AT AR B K R i AN
#| Spark V- &, A RIS T B HBCE . RS
He IR PEAH G B T AN, 5 I 8 ST A — 2R 1
AR5 A, JEXS BT AT I AN 25 SR IEA T T S0k .

AR SCBET T — BT # 2 5 753, 8 3 X e 1k 4
P e S AR BEAT e 5 R U A 20 %, (7 ] 2 7% o K0 RF
Wy Ay BREL, M D T AR 5 T 4 A B AR PR B4 TR
2 SCRGER) BRG] 1 B

el
N

ojofofojof1]0]0

IR LA R SR A

AR KT logz(%)

K1 Rk

(1) fd H— 10 e S PR 44 PRt AT 2t , BT v
P ARR R B PSR )5 756k H1 000000~111111 2Z i1
H) G i FH AR ME — R JR PR 24K -

(a) QN AR JBPE A 745 B @ v W RGP A7 H 00 Rk .

(b)) T 5 J 1 Sk 5 s 1 (A an 4768 ), DU iy 4 457 FH
01#riH.

(o) S Ja MM A R A (il an e ), A P RRetR
A IET AL 10451

(2) BT R AR, R HUAT 7 AT i «

(a) QN2 JE P 45 B @ P, W R 48k A Unicode
Y AR AT T 0 S MR AL 400 S — ) 4% B (0l
JE2 O < py,

(b)) T S J 1 R B e, ) 2R e 1 5 1 s 1
8 7 Ak — k) A H AR i R % B s PR A
INT p/64.

() Gl @M A R JE A, A M RR S I R 48
T ZE—{or BV AT iz

(3) PRz m v 22 Bk oA Jm PR A — i i g i, FEf
et I Z, NI ;

BUSE B2 97 Z Ge 0 FH 3 s 28 051 150 BH A2 6 i 1 FH
W RS A ] e B 8 P24 PR T g s, sk 1
s .
2.2 REHR

(GIEEYNEE VIS RSP AP S Wb G E P A
IR S B N N U/ Mt a = R I B
ST PR UEECHE 19 e 4, T DL SR BCHE T T AS R ) & 4 A
K 2 Frs g P AT DO 4 % R L P
g AP U P AR R AA AR L 2SR H P B
W] DLEA AR 1) 2 45590, R BB Z 255N
B FH P T LA [R) AR 22 4 25 G A 508 |, 1T 22 42 S5 AR
TH s & 259 n H P ASRE VS RIZ B, B GE M) 1
Pilal.

XTSI Z 25 R R & B S5 R R
FEE N5 JE M AR DR 45 A, KB A S e 2



09 MW BE SRR R M R 2 42 50 24 KP-ABE 2551
it B SR TRl DN CA SRR F A C IR ,
e JFIN CSP N 2T SR I S0 SRS AT R PR
" 3.2 ReiREE
i sCPA LR E AT .
~ Init: BLF A 75 U AUCE PR AR A JE ARG S.
» Setup: Pk % # Bis 1T Setup H 1k, LR G A S
2] BORIEATT A,
B2 B Phase 1: RVFECTF A E iR M A SR Ui 45
£1 EHEHRES H T - \
P ey Challenge: & F A $& 22 P A~ K M & 0918 B
s 00000000 My, M, BREE BN M, Fl M| TR LS — 2 B SCIH S
e 01000000 M, JFETIEIEES S RGN PK AN M, 1539 3
Y] 10000000 CT", RG2S CT AL 45 T A.
0 00000100 Phase 2: 8% Phase 1 #:/F.
BEIFHLM 00000001 Guess: Ef(%:* A ﬁ_ﬁtﬂ b E/‘szﬁa*ﬂ b'.
iz% 01000001 FEZIA T A LR
LESE 01000010 e=P[b'=b] - 1
D5 01000100 2
BB 00000010 TE R, 25 T T A 7R AT ] M R 42 33 =X i ]
Bl 00000011 NI S L34 mT Z20m Iy S 2 e 4
(R 01000011

5 SRR SRR B T T, 24 HL S RO B SOR IR
P 2 S TE YT IR HHD P 2 A SR T Bt 3 S0 %
ARG P AR . LA L D T A i ]
3PS

3 R4giEE
3.1 REgIEL

AW RGHER AN 4 PR, FBEALHE 4424k
(1) Fr e FZ AU HLH (Central Authority, CA) s —~5E 4]
{5 ISR, T SE R R AL AR O P AL s (2) = IR 554
LT (Cloud Service Provider, CSP) : 2 A] {5 S A | 321
FH P 36 3ok R AR T SR TR B A T A 5 (3) $idis
JIi41%# (Data Owner, DO) : Bdlaiy4£ 3t , DO FEHEA TN
W 28 LSOO B YR A e i =%
S AEF] CSP; (4) B4 8 2% % (Data User, DU) : =47

4 HRWUEE

(1) Setup(l‘,n).

HERER W E p ERMERE G, .G, 18 G, A BT
Mg, B LR e: Gyx Gy— Gy X T AR A=
lafa,ez, 1<ismicz,|, fi s W1 F R BOE XN

A0 = TT 221 s ict o0 Ja e 3o ook

n BENLERE a0, € Z,.g,€ Gy, 115 g, =g".g,=g" . h,=
g Hrhie [1L,m], B 8B, AT L EHI . E LIS R
Hoh(x), BT R MEE B B Z, Py — IR, i
SCBRBCH (x) =g5" Vgt Fordip(-) g n+ 1R BEHLZ
T kA A B PKORN 32 2580 MSK

PK = (GO,Gr,g,gl,gz,g3,h,hi,H,e)

MSK = (o, a)

R rank(User) =/

P13 SCRpZe e G 3= s A



2552 H, + ~ 1R 2023 4F
HENHER AR
PIMARG A (2)KeyGen(PK,MSK, 7)—> SK
EPE‘E%}%*ZJCA FREUH P FAH
(DSetup(t ,n) —>(PK, MSK)
Y @L @L v
i\i//l A E st 51 TERE SO @5?4
\/ > X > \/

(3)Encrypt(PK, M, y)—> CTV

K T DO

4 R )
rank(M) =2

=IRSSHETICSP

(4)Decrypt(PK, SK, CT) —> M
I B % # DU

g k=
Ml L

R 30
[1i25: 361
BEITHUR: ABERE
Al HAHAR
BRR: EAEERIT )
RS 15277 [E3igilk
Hi: 2021/04/07 AR

FAEEE

@ rank(User2) = 3
1 Can)

L 30 BEITHLI:
Al AERE
PER A

( @ rank(Userl) =1

Access M | X Access

- J

K4 SCRRJE MRS R 470 201 KP-ABE R GTHESE

(2) KeyGen (PK,MSK, T).

B ALY R T i B — A S e mE—
BEHLZ T g, MRS & RITFIG , % TR Trh A5 i
x, HZRX g I g, =k — 10k, FRTTRRIE) , AR 5
qx(0) =0, FEBEHLIE PR dp A BB E L gy 2 q,(0) =
qparem(x)(index(x) ), FBEHLEERE d A~ e L g

YT EA LSRN P 259 a3t
mP, m AT F N VIR AL . nE 3 IR (%
F P et ag 21058 7 ( j <m)SCHE, B 2 55900 .
5T A e [17] BB B rez,, i B D, =
g0 (1) D! =g FE g (0) e A Y A A
HIRLEEAE . X TR A5 Sy e L (G L R 4245
Y1 ML T4 ) LR, € Z, V5
D,=g¢"(gt"g!) . D =g".

AW H PRV R

si=({pa 02 Ao (o

(3) Encrypt(PK, M. ).

BENL R s € Z,, 5E S pR S rank (M ) F7R M 14 42
58 It rank (M) e [l,m],ﬁ‘ﬁ E’:Me(gl,gz)s,b::

g E=h o\ Vrey W E=H(1)'= (gg(h(f))gf(r)) )
AR H SN -
— "E R
CT= (yEEE {E,}my)

(4) Decrypt(PK, SK,CT).

5 X 3% U K5I DecryptNode (CT, SK, p ), fii t G, I
M) —MHECRE L B R AnE

DU y BB A AR s LA AR M F15 51
/%rzatt(y),‘:lire yB,

D .E
DecryptNode (CT, SK,y) = M
e(D'.E,)
e(gg\<0)(gg(h(all(,V)))g;t(att(y)))rl7gs) y
- = e(gz,g) B

e(gn, (gg(hm)g;z(z))‘?)

QU y AT A, X Ty BT T A 2,
#01# F pF %L DecryptNode (CT, SK, z), If-K Hofiy i ic 4
F B F. 21,4 S, RmAEE kA y T 0k

&G 1S = {index(z)‘z € S},},i:index(z),ﬁ‘ﬁ:



9 i S

B

PSRRI =S

S ] F1% 4 94 1) KP-ABE 2553

A, (0)

8 Fo =e(g,g) ™" B2
G W P RE MRS ¢ L
g?f“”(h,)“lg“)
e(gr;' hiank(M))
)5 K Fy 5 F AR Y H AR E R AT 1521 F =
Me(gngz) .
e(gl’gz)S

i 3 s, #5RE
AR B S A
4, Hrprank (M) = (t
e(D. E) _
(0.6)

A

)sq;(O)

F.= =e(g..g

(g1.2,) T M= FE _
R

e(g..g)" =e
5 ZREMIEMR

EE1  WRFCTREAE R R T A SO %
B2 R AR gt LR ASEA0L 25 LAAS ] 2200 1) 0 #5453 DBDH
(Decisional Bilinear Diffie-Hellman ) JF£X%, .

IERR  RIRAFEME R 20 ) ()R T- (B ) AL e
DAPE 3 e PERRIERI AL MO A SO T7 58, 40T LA AR
4% B, UL &2 B3k A7 DBDH i %& , A 4Lh 45 B P47 i
FEUNE .

PR B B A RO A WL e B9HE G, 1

G, Ho G A T g, Pl wE T A48l 4% B i ALY
o 6E o, W R =0, P KE KB (4.B.CZ)=

(g“,gb,g‘,e(g,g)abc), &Om ® O (4.B.CZ)
(g“ g'.ge(g g)z),ﬁﬂlja b, c,z HBEHLEL .

Init: B3 28 BIs 4T A, A YE AR Pk % 10 J8 M 4E S~
{sl,sz,--', n}( W S B R Z, B Ry X N E T y=

{h(s))h(s,). o h(s,) DREUE L 255 0.
Setup: ﬁﬂ%B/\@EZ\i@f‘ﬁgl A,g,=B, X E MR

B (x) =gt g0 iz B A LU e+ 1 B £ 350
iﬁp(-):zﬁxeS,w\ﬁp(())—O HoxeS, N
p(h(x))#0. B e H(x) =gt gl=ght i

p(B,)=0n, =gV =g

Phase 1:50F KRBT A . &F A X2 AFEY;
Ii] S B B AR TR, BRI AR ST R (e} 9 JF
SR AT — A L2 ) S . S A SR L

I SEms TR HI L T(S O {'}) =0, W TS B
T LR TR AR 715 S B 2 WK g, £ 1 SOk
(4109 /N J& P 25 (8] 4 1 iE B o 19 2R %X PolySat Al
PolyUnsat, ¥ {75 iz 17 PolyUnsat(T,S u{ }, ),12
BN TR — DT fix & X— 12Tk g, H ¢,(0) =a.
X TR 717 a5 e, AR x X 7 E @?ﬁl@%ﬁiﬁl‘ﬂm,
M52 ¢ (0), AN 2 ) 22/ m] ?'Jg

(1) ﬁﬂ%'ﬁﬁ‘?%)ﬁx%ﬁfﬂ’]
att (x),x (B EHIR «

WA ies, D=gt"H (i) =gt "gs"" R=g",
Hor N Z, "PBELIESE .

F‘@,é‘i:

—ah(i) b
(0) _ (i) i)\ "
D, =g g5 g i)
—ah(i) —q,(0)ah (i)

_ gl >(g2< )gahm) _g 00 (gg(w))gah(f))’*'

: ( ah( ) ( P h( ah(t)
(

mfies kg, =g

=gV gs) ””“)’ N=gt(H(i)"
-1 q
R, =g/ g _g‘ ( _g, Horrr ' I Z, FP R
er:rxl_ qX(O) °
p(h(i))

(2) QSRS 0745 15 x BRI 2 % 2 R X
I Y2 A B R ¢, x PR IR -

WA () =0,D,=¢1(h) =g g5")g")
=g Vg R, =g" Jr I\ Z, RHHL S

,ﬂ ,
Wk e<t’,p(B,) 20, g,=g"".D, g4( )(gz( )g/f)‘
AL : ~4,(0)

4.(0) -1

=g§*‘°)(g§(ﬂ’)gﬁ')h ) =gt O(n,)" R,=g/M g =

4.(0)
yﬁpi/"/): roH M
¢ e o(5)
R, AU AR B AT DAA 3 — N SCHR L 27 (Rl v T 1Y
W, HE 90 5A SRR T R —3L.
Challenge : BT A [ L% B $238 P4 AH S5 1Y)
B SCH B mg,m SR 5 BILAE Tk £ b e {0,1}, 1% [A]£F
TN B m, i H %
CT=(S"uUl{r}, C=m,2C=g'=C,C=h'.=g

— <gah(x)) =Cah(x )

r/INZ, PR ELr = -

s _ Cﬂ'-,

VxeS" szH(x)‘



2554 H, T

EE 2023 4

BEHLYERE e (0.1}, 1 4=0.Z=c(g.g)"", 7 I

,u:l,Z:e(g,g)z.
Phase 2: 15530 #% B 55 & Phase 1 1#/E .
Guess : 5F AR 5T b FEAEL b" u=1 BF , BFEAN

H1% T b 09155 8, B Pr[b=blu=1]= 2 th %
b= b'I B AR A I 10/ = lﬁPr[ﬂ =u|u= 1] 2 .u=0
I, T AT LLAUE m, (9% 5, Eﬁlifﬁtfﬁﬁ/’ﬁ%ﬁﬁﬂﬁ
Ay &, A Pr[b=b]u=0] = —+g T b=b"

BB 55 '= 0, A5 Prl p'=p| p=0] = 5 e P

Bl 2% 7E DBDH W Xk b B0 # Rk
%PT[#'=/1|#=0]+%Pr[u'=,u|/x=1}—%z% %ﬂ: +
1 1 1_1
22727 2%
6 lEEEDHT
6.1 HFMESHT

XU T BRI AT R 2 s
6.2 MEEESHT
6.2.1 HEMHEEESH

HRTFE R 2E ; + E T RR MR SCF TN TR
3N, Eg +NH, (N Fom N miEEa a2,
Uﬁt;ﬁﬂ}“@?ﬁ%bn& S fr%ﬂ“ﬁéﬁ
(243N,)Eg+Eg +N,H,. ﬁ%ﬁ/é%ﬁfﬁ@&ﬂf EA ]
FARF 8 AN I 1 R EWMX}(@%@E&XTL%M&&A
5 A) S s AL S CANDT T RR ), H AT A N
2(N,+ 1)3,5@‘?%*&%& (4 BT A5 (R4 AT 7
ROEH B RIREGE R IR N (T +1) Eg (| T
%‘z/TT FIAZE A5 S DA T A0
O AR R S H IR R (| T] +1) Eg +2( N, +
1)3. AR SC AT S TR RS X L A2 3 BT
6.2.2 TFEiEMEBEDHT

AR BEHH P ARLVEH AN SCIEA T A M RE AT,
G |ﬂl|G |i%/T—/\ﬁ¥m%%E?ﬁﬁﬁ1ﬁé S[a]. X RACH

BT # EBJZE’J&I,XT?HE)% e I%Iﬁ,ﬁﬁ%
T | Gy | +2| Gy |, X 585 SR S B 84S0 F0, 77
5 IF 55 8 | G|+ (V,+
2)| Gy | AL IR RTINS L 4 R

2
TR A B PR S B ) I i 1 1 I?Jr e w E':Eérf Em; yovn RSy
T HA RO SN E g + N, H, (N, Fm L5150 SRl N » ey
TR 11 3 i 2. mﬁﬁ)ﬂﬁﬁﬁé@‘“éﬁﬁl AL SCHKIO] N x LSSS
oA B — A P A E‘Jﬁ%ﬁ’fﬁjﬁ(SNp+3l)EGo+ SCHRI17] N x il
N, H,,. UL 4 M BRI R IR S T SiE ! ! 2L
x3 itEFHEIIL
VES AL Tz fifk %
SCk4] (n+5)N,Eg (14 (n+3)N,)Eq +Eq, (IT|-1)E; +2N,B
SCHRIO] 5N,Eq, (1 +4N5)EGU+EGT N,E; +3N,B
SCHRIT) 3N,Eq +N,Hg, (1+N,)Eq +Eq +NHy, (IT|-1)Eg +2N,B
ES'/E (SN, +31) Eg +N,H, (243N,) Eq +Eq +N,H, (IT|+1)Eq,+2(N,+1)B
Fa TFETFHERIE x F 35 160 bit BRI MR . SR PR HC B BRAE R
UES F P AL Bt 3 4t Windows 10, N 17 16 GB . &b % Core™i5-1035G1
SCiik[4] 2N |G| |G|+ (N, +1)|G, | (1.19 GHz). X CHk[4,9, 17 FA S it f7 T4
ikl 3N G, | G|+ (2n,+1)[G, | FU T in 22 Ja 1 2 14 Ja 1 250 E BR = 50, 9 A pR ER
SCHR17) NG| G|+ (N,+1)[G, | K SHA-512, H 3525 [7] 36 B (14 B> J& 4k =2 1] 1) ¢
F— 2(N, 1), 1G] + (M.+2)[G,| FARE“AND’ *I“E\EHFE‘J%é%é&%J 10 AR 5
Az U 8] 52 e 545 [0 SR v T 1 1 o %) 52 )

6.3 REHH
S5 BT JPBC B RS PR ff ] Eclipse £8 BT & T
EL AT, S0 5 2K FH 512 bit i A 837 2y =x° +

TR I B, i T SCHR[4 132 5 n (ELAY S,
FOTEIT B R T =07 5. R BE, i
TR W — 2. TEEAT R, 2 PR 5



o9 M e PSR R 3 ) A2 423 94 i) KP-ABE 2555

AR PRI 0T — A A R
T AR SO B8 M SOk (4 ) A SCHR [ 17 ] fige 25 T
e EOR B 5, T Sk [ 9 138 T LSSS Il 45 44 , %1 A4~
o AR T R AT OB e X 2 SR PRI b Sk [ 9]
)il 25 E 4 S . T A BRSO A 6 AR R T /] 5~7
7 . S AR DN R B Ak il 3 = 17 1) SR et P 4
7S AR [ 52 P 459 0 10, I AR S5 AR A T oA
TR 2 204 % T30, R A M A o b B
ATy G0 B PR TR AR R T HAB T 28, )i T3¢
R L9 ] 55 a8 1 A DG 1) %85 B - J9URN 2% SC 7 SR L At
T2 W — I, I BE A & Ve 3G, SCik [ 9 ] ) £ i
TR S A SO 58 . T A7 A T B9 6 AR YR G (5]
8 FIEI9 flr 7

14 000
13 000
12 000
11 000

10 000
9000}
8000}
7000}
6000
5000f
4000}
3000
2000}
1000[
N

I 8] /ms

JE A
[E5 B A e ] X

i 1) /ms

JR A
Ko ity Ll

1500
1400
1300
1200
1100
1000 |
900 |
800 [
700 -
600 [
500 [
400 |-
300 |-
200 |-
100 |

i 8] /ms

JE A
BT ffrs S R A

T A A A R B A
s |l—e— ko o ]
—a— SCHR[17] = 5 ' 5

30 —'V—ij(ﬁ;% ............................................................... i
25 SO SO DU SO N S s, S S W -
m
X Y
B | S S I S D~ A R . -
&= ;
= ;
15 oo AN e RCRTIES S .
10 bl A ......................................... i
s Lo ; i
0 | 1 1 1 | 1 1 1
4 8 12 16 20 24 28 32
J /A

K8 EHIAREIT BN LL A

21 | JCHR[9]
—A— ICHR(1T7]

JE YA
9 ESCATREIT BT L



2556 H, ¥

EE 2023 4

7 £iE

RS 4 5 RO S 7 R RO T 2 R A 4
B TR (T 25 80 2 o 1 — A T8 2 L AR R
AR JRPE A R P (R S AR ) ke T 22 42
Ve T 4 R A T . 5% 4 S i LA
FREA G A R ST T 0 R G % 4
Y B A VST IR S HT RIS 4 BT 2 6 K 1
R IR 0 R 2 B R0 T A8 X 66 9
ST SRR

S 30k

(1] Wik, #idot, 2T . 8l AR D] THEHL
24, 2015, 38(1): 150-163.

FENG C S, QIN Z G, YUAN D. Techniques of secure stor-
age for cloud data[J]. Chinese Journal of Computers, 2015,
38(1): 150-163. (in Chinese)

(2] HEARE, G, BT, % . ST EREE N Uy lalf il oG
HARD). dL T4, 2015, 43(2): 312-319.

FENG C S, QIN Z G, YUAN D, et al. Key techniques of
access control for cloud computing[J]. Acta Electronica Si-
nica, 2015, 43(2): 312-319. (in Chinese)

[3] SAHAI A, WATERS B. Fuzzy identity-based encryption
[M]//Lecture Notes in Computer Science. Berlin: Springer
Berlin Heidelberg, 2005: 457-473.

[4] GOYAL V, PANDEY O, SAHAI A, et al. Attribute-based
encryption for fine-grained access control of encrypted data
[C]//CCS’ 06: Proceedings of the 13th ACM conference on
Computer and communications security. New York: ACM,
2006: 89-98.

[5] BETHENCOURT J, SAHAI A, WATERS B. Ciphertext-
policy attribute-based encryption[C]//2007 IEEE Sympo-
sium on Security and Privacy. Piscataway: IEEE, 2007:
321-334.

[6] PIRRETTI M, TRAYNOR P, MCDANIEL P, et al. Secure
attribute-based systems[J]. Journal of Computer Security,
2010, 18(5): 799-837.

[7] LEWKO A, WATERS B. Unbounded HIBE and attribute-
based encryption[C]//Annual International Conference on
the Theory and Applications of Cryptographic Techniques.
Berlin,: Springer, 2011: 547-567.

[8] OKAMOTO T, TAKASHIMA K. Fully secure unbounded
inner-product and attribute-based encryption[C]//Interna-
tional Conference on the Theory and Application of Cryp-
tology and Information Security. Berlin: Springer, 2012:
349-366.

[9] ROUSELAKIS Y, WATERS B. New constructions and
proof methods for large universe attribute-based encryption
[C]//Proceedings of the 2013 ACM SIGSAC Conference
on Computer & Communications Security. New York:
ACM, 2013: 463-474.

[10] BEIMEL A. Secure Schemes for Secret Sharing and Key
Distribution[D]. Haifa: Israel Institute of Techono logy,
1996.

[11] KARCHMER M, WIGDERSON A. On span programs
[C]//Proceedings of the Eigth Annual Structure in Com-
plexity Theory Conference. Piscataway: IEEE, 1993:
102-111.

[12] LEWKO A. Tools for simulating features of composite
order bilinear groups in the prime order setting[C]//Annu-
al International Conference on the Theory and Applica-
tions of Cryptographic Techniques. Berlin: Springer,
2012: 318-335.

[13] OKAMOTO T, TAKASHIMA K. Homomorphic encryp-
tion and signatures from vector decomposition[C]//Inter-
national Conference on Pairing-Based Cryptography. Ber-
lin: Springer, 2008: 57-74.

[14] OKAMOTO T, TAKASHIMA K. Fully secure functional
encryption with general relations from the decisional lin-
ear assumption[C]//Annual Cryptology Conference. Ber-
lin: Springer, 2010: 191-208.

[15] LEWKO A, OKAMOTO T, SAHAI A, et al. Fully secure
functional encryption: Attribute-based encryption and (hi-
erarchical) inner product encryption[C]//Annual Interna-
tional Conference on the Theory and Applications of
Cryptographic Techniques. Berlin: Springer, 2010: 62-91.

[16] FREEMAN D M. Converting pairing-based cryptosys-
tems from composite-order groups to prime-order groups
[C]//Annual International Conference on the Theory and
Applications of Cryptographic Techniques. Berlin: Spring-
er, 2010: 44-61.

[17] ZHANG K, LIU X M, LI Y P, et al. A secure enhanced
key-policy attribute-based temporary keyword search
scheme in the cloud[J]. IEEE Access, 2020, 8: 127845-
127855.

(18] H =, M, Wik, % . —Fh SCRp% % AL Y KP-

ABE Jr £ [J]. L F2#4), 2020, 48(3): 561-567.
JIN' Y X, YANG H K, FENG C S, et al. A KP-ABE
scheme with outsourced decryption[J]. Acta Electronica
Sinica, 2020, 48(3): 561-567. (in Chinese)

[19] B3R, ek, B i, &5 . SCReal Bk infig 2 Sh e i



o9 M e PSR R 3 ) A2 423 94 i) KP-ABE

2557

CP-ABE J5 ZE[J]. HLT-4741¢, 2020, 48(8): 1545-1551.
YANG H K, FENG C S, JIN Y X, et al. ACP-ABE
scheme with verifiable outsourced encryption and decryp-
tion[J]. Acta Electronica Sinica, 2020, 48(8): 1545-1551.
(in Chinese)

EEEN

B ¥ &,19984E3 A AT IR 7,
DY RS I A AR e 5 2L . DRSS 7 ] o 15 B &
5.

E-mail: iskangping@foxmail.com

BXFFIR 55,1996 4F 1A AR T U1 e r, O i R 2 A B F
FeH . BT I G B S R
E-mail: 18483621260@163.com

X 53,1996 4 10 A AT U B S, DU SR 2478 3%
WHFEAE . RS ) g X B IR ) 545 Be 4
E-mail: liubin10@foxmail.com

B OE A, 199749 H AT IO SCHS , U1 FE R 2 A
L. WP A R R 2 S B
E-mail: sshguo@foxmail.com

DEMCGERMESR) B 197T1VEA TN e, W5, Bz, i
AU 2010 4R AR T ARMEOR B G B S S TR . WF
TR R4
E-mail: csfenggy@126.com

B2 L, 1970 4R A T R R AT A F AR =
WIFEIFOIESE Wb A S0 P57 1] S 2% 505 B e 4. P T
424 BUS :E190026299M.



